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Private Certifi cation Authority Service 
Under a Private CA, enterprises can create their own private root certifi cates, which can issue 
private, end-entity certifi cates to their internal servers and users. Sectigo’s Private CA solution 
provides customers with a complete, managed PKI solution designed to alleviate problems 
associated with establishing and managing internal PKI.

What is a Private CA? 
A Private CA is an “enterprise specifi c” Certifi cate Authority that functions like a publicly trusted 
CA but is exclusively run by or for a specifi c enterprise. Under a Private CA, the enterprise creates 
its own private root certifi cate capable of issuing private, end-entity certifi cates to its internal 
servers and users. Certifi cates issued by a private CA are not “publicly trusted” and are not 
effective outside of the enterprise’s privately controlled infrastructure.

Sectigo’s Private CA solution provides enterprises with a complete, managed PKI solution 
designed to alleviate the problems associated with establishing and managing internal PKI. 
Sectigo Private CA sets up and maintains a secure and WebTrust-audited PKI infrastructure.

Private Certifi cation Authority Service
Issue & manage private SSL certifi cates in Sectigo Certifi cate Manager

Part of Sectigo Certifi cate Manager, Private CA provides enterprises with a low-cost way to 
secure and manage their private intranet certifi cates while adhering to corporate and industry 
compliance standards. Through this platform, administrators can issue, view and manage their 
intranet certifi cates in addition to their Sectigo certifi cates to avoid the risks, errors, or hidden 
costs associated with self-signed certifi cates – all from a single SaaS application.



About Sectigo 

Trusted by enterprises globally for more than 20 years, Sectigo (formerly Comodo CA) provides web security products 
that help customers protect, monitor, recover, and manage their web presence and connected devices. As the largest 
commercial Certificate Authority, with more than 100 million SSL certificates issued across 150 countries, Sectigo has the 
proven performance and experience to meet the growing needs of securing today’s digital landscape. 
 For more information about Sectigo, please contact us at +1-703-581-6361 or sales@sectigo.com
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Why Do Companies Need a Private CA?

Enterprises may have requirements to expand the use of 
certificates and PKI within the organization for use-cases 
such as:

 • VPN or wireless authentication

 • Device authentication, including mobile devices or BYOD

 • Internet of Things (IoT) projects

 • Securing communications between internal services

Additionally, enterprises may have requirements that cause  
some of their certificates to fall outside the types of certificates  
that a public, globally-trusted CA can offer. To maintain 
compliance without high costs, utilizing Sectigo Certificate 
Manager is an easy, efficient way to secure a Private CA.

C O M M O N U S E S F O R 
P R I VAT E C E RT I F I C AT E S 
I N C LU D E:

 • Intranet sites

 • VPN or wireless 
authentication

 • Device authentication, 
including mobile devices 
or BYOD

 • Internet of Things (IoT) 
projects

 • Securing communications 
between internal services


