
Sectigo HackerGuardian Version 2.0 User Guide 
 www.sectigo.com

Sectigo HackerGuardian Version 
2.0 User Guide



Sectigo HackerGuardian Version 2.0 User Guide 
 www.sectigo.com

Introduction...............................................................................................................................03

Purchase and Account Activation..............................................................................................03

Portal Login...............................................................................................................................04

Adding IP Addresses..................................................................................................................05

Deleting IP Addresses................................................................................................................06

Adding Domains........................................................................................................................07

Deleting Domains	......................................................................................................................08

Starting Scans...........................................................................................................................09

Viewing Reports........................................................................................................................10

Reporting False Positives..........................................................................................................11

Generate Attestation of Scan Compliance, Detailed report and Executive Summary....................12

Create a Scan Schedule.............................................................................................................16

Update Account Details.............................................................................................................17

Contact Support........................................................................................................................18

License Purchase and Renewal..................................................................................................18

Table of Contents 

 

02



Sectigo HackerGuardian Version 2.0 User Guide 
 www.sectigo.com

Introduction

This document is a guide for the new HackerGuardian version 2.0 portal. 
 
Purchase and Account Activation

After purchasing a new license at http://store.hackerguardian.com you will receive an account activation email 
like the one below. If you do not receive this email please check your spam folder before contacting support.  
Clicking on the link will activate your account and provide you with the credentials for the portal. Note that the 
credentials for store.hackerguardian.com and the HackerGuardian portal are different and the store credentials 
should be used when logging into http://store.hackerguardian.com for renewals and upgrades.
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Portal Login

Please bookmark https://pci.qualys.com/merchant/, which is the login for the new portal.

Once logged in you will see the new portal with an overview of your status.
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Adding IP Addresses

Within the HackerGuardian portal click "Account" then "IP Assets". Click "Add IPs" to add IP Addresses or IP 
Address ranges. IP Address can also be added automatically when running a new scan. IP Addresses can also 
be added through the asset wizard.
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PKI - X.509 Certificate

Public Key + Identity, Who 
owns the Private Key

All these fields are 
cryptographically bound 
together By the issuing CA 

Any value change will be 
mathematically detected and 
invalidate all the data

Identity 

• Email address

• Web Server name

• Windows user name

• Device serial number

P U B L I C

Certificate Validity
• Issued date

• Expiry date

Certificate usage 
information

Name of issuing CA

Deleting IP Addresses

Within the HackerGuardian portal click "Account" then "IP Assets". Click "Remove IPs" and then enter the IP 
Addresses you wish to remove. With a full license the IP Addresses will be automatically removed. If your using 
a trial account the IP Addresses will be checked and removed by a Sectigo administrator. Domains are still listed 
but the IP Address associated with a domain may be removed and it will no longer be scanned.
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Adding Domains

There are two methods of adding domains to an account.  If you have multiple domains and use virtual hosting 
to serve them from a single IP Address you can use the wizard to resolve the domain name to an IP Address.  
When the IP Address is scanned the associated domains are listed in the report. Domains can also be scanned 
directly for cases such as a server using dynamic IP Addresses or the domain using a single IP Address. 

To add domains which use virtual hosting click "Walk me through the Wizard" click "next" then "next" again.  
Then click "Add new domains" and set the domains you own. The IP Addresses of these domains are resolved 
and will be listed in the IP Address list. When starting a new scan the resolved IP Address is listed. The path  
to a particular location which requires scanning can also be added such as www.example.com/index.html.

To add a domain which resolves to a single IP Address you can select “DNS” on the start scan page and select  
or add domains.
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Deleting Domains

Within the HackerGuardian portal click "Account" then "DNS Hosts" or “Virtual host” depending on how you 
added the domain. Click the trash icon in the delete column to remove the domain.
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Starting Scans

Within the HackerGuardian portal click "Network" then "New Scan" to add new IP Addresses, select existing IP 
Addresses to scan or scan all IP Addresses. A title to identify the scan must be supplied. The bandwidth of the 
scan may be selected which can be used to increase the scan speed or reduce the load the scan generates on 
the server being scanned. You may also start the scan straight away (Launch Now) or schedule the scan for a 
later date (Schedule for Later). If you select "Launch Now" you will be redirected to the page displaying the  
scan progress.

The old scanner IP Address range was: 178.255.82.64/27 (178.255.82.64-178.255.82.95)

New scanner IP Address range: 64.39.96.0/20 (64.39.96.1-64.39.111.254)

The new scanner address range should be whitelisted when scanning through the new portal.
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Viewing Reports

Within the HackerGuardian portal click "Network" then "Scan Results". The full report can be viewed as a PDF 
by clicking the download icon in the "Download" column of the table. To view a list of the vulnerabilities that 
require action click the icon in the "Vulnerabilities" column. The executive summary report is only available after 
submitting your attestation of scan compliance. Please see the “Generate Attestation of Scan Compliance, 
Detailed report and Executive Summary” section for details on how to do this.
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Reporting False Positives

Within the HackerGuardian portal either click "Network" then "Scan Results" then the vulnerabilities icon in the 
"Vulnerability" column of table to select an IP Address or click "Network" then "Vulnerabilities" for a full list. Use 
the far left checkbox to select the false positives you want to report and then click "Review False Positives". 

A detailed explanation as to why this is a false positive or description of the compensating controls implemented 
must be provided. The submitted information is reviewed by an ASV Qualified Employee before being accepted 
or rejected.  If accepted the vulnerability no longer affects the report status.
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The false positive status and history could be viewed under "Network" then "False Positive History".  

Generate Attestation of Scan Compliance, Detailed report and Executive Summary

Within the HackerGuardian portal click on "Compliance" and then "Compliance Status" then click the "Generate" 
button under "Actions". The IP Addresses included in the report are listed in the table on this page. IP Address  
will not gain a compliant status if it has not been scanned in the last 30 days. This is not a change in the 
compliance process which specifies a 90 day limit but is intended to follow PCI best practice. 
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For each special note found a submission must be made to ensure the service is securely implemented. This 
information requested must be provided for a Compliant report to be issued. Optionally additional comments 
may be added for non-compliant IP Addresses. Out of scope IP Addresses may be confirmed on the final popup 
of the attestation. The name and title to appear on the Attestation of Scan Compliance must be provided. You 
may decide to submit the report now or save it for later. Reports saved for later may be submitted by clicking 
"Compliance" then "Submitted Reports" and under "Next Action" click the "Request Review" link.
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Once a report has been requested the status can be reviewed by clicking on "Compliance" then "Submitted 
Reports". The status may be:

•	 Attested  
The report has been reviewed and issued. The report may then be provided to your Acquirer to prove 
compliance with the PCI DSS ASV scan requirement.  

•	 Pending Review  
The report has not yet been reviewed by a Sectigo ASV qualified employee.  

•	 Generated 
The report has not yet been submitted for review.  

•	 Rejected  
An issue has been detected with the reports or information submitted during the attestation. The feedback 
on the rejection will be provided via email to account contact.
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The executive summary, detailed report and attestation of scan compliance are contained in a single PDF called 
the Technical report. A separate executive summary report is also available to download. This document should 
be provided to your acquirer after approval as part of the PCI Compliance process.  
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Create a Scan Schedule

Within the HackerGaurdian portal a scan schedule can be created by either clicking on "Network" then 
"Scheduled Scans" then "New Scan" or by clicking on "Network" then "New Scan". On the "New Scan" page the 
"Schedule for Later" must be selected to schedule the scan. The launch date and time must be specified and 
the scan can either be a single occurrence or scheduled to run over a recurring period. A minimum recurring 
schedule is a daily scan and maximum is a scan every 13 weeks.  

Existing scan schedules can be viewed, edited and deleted on the "Network", "Scheduled Scans" page.  
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Update Account Details

Within the HackerGuardian portal account settings can be altered by clicking on "Account", "Settings" then the 
"Edit" link for the appropriate section. To alter the company name please contact support. 

Previously only a single user could access an account, now you may create additional user logins for employees 
in your organization so they may also run scans and view the reports. An additional user may be added by 
clicking on "Account" and "User" then "New User". After adding a new user an activation email will be sent to their 
email address. After activation the new user may access the portal using their credentials. 
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Contact Support 

Please do not use the support form within the portal to contact support, instead create a support ticket here: 

https://sectigo.com/support-ticket  

Phone support can be reached at:

+1 (888) 266-6361 (US)

+1 (703) 581-6361 (International)

 
License Purchase and Renewal

Thirty days before expiry you will be sent an invoice to renew you HackerGuardian account. You can login to 
https://store.hackerGuardian.com to pay the invoice and renew your account.

If you purchased HackerGuardian through a partner please contact them to renew you licence.

Licenses can only be renewed 180 days prior to the expiration of the existing license.

When renewing a license the number of IP Addresses on the account cannot be downgraded. Please contact 
support if you want to reduce the number of IP Addresses on your account when renewing.

The free trial license does not put limitations on the portal functionality. The same functionality is available 
on an account the with the trial license as with a full license. However the reports generated with the trial 
license contain an evaluation watermark and cannot be used to gain compliance with the PCI DSS ASV scan 
requirement. IP Address removal requires approval on trial accounts and this does not apply to paid accounts. 
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